Attacks on Critical Infrastructure

Infrastructure can be defined as an underlying foundation or basic framework.  As our definition relates to the topic of terrorism, we would define infrastructure as that underlying or basic framework that supports a society and its ability to sustain and accommodate its members.  That portion of infrastructure that is “mission critical" to a society or organization is referred to as critical infrastructure.  Elements defined as critical will vary depending on the society or organization defining the term.  For a community our definition of critical infrastructure would include those services, facilities and installations that provide security, care or help ensure continued function and well being.

Additionally, our definition of critical infrastructure would include those services, facilities and installations, whose disruption would further terrorist aims.

With respect to community infrastructure, we would consider the following as being critical to the functioning and well being of the community:

Information technology and data transmission

Banking and finance

Water Supplies

Transportation including air, water, rail, highway and pipeline

Law enforcement and other emergency services such as fire, hazardous materials, rescue and emergency medicine

Public health services

Electricity and power including oil and gas production and storage

Governmental function at various levels

Communications

It is helpful in a discussion of terrorist attacks on critical infrastructure to understand the intent or motivation of a domestic or international terrorist or terrorist organization.

Let's begin with the working definition of terrorism used by the Department of Justice that describes terrorism as "a violent act or and act dangerous to human life, in violation of the criminal laws of the United States, or any segment to intimidate or coerce a government, the civilian population, or any segment thereof, in furtherance of political or social objectives".

If we can remember that the intent of a terrorist is to "intimidate or coerce" governments or civilian populations in order to further political or social aims it will help us focus our attention and our efforts to anticipate, prevent, minimize and prepare for their actions.  Terrorists may elect to mount an attack on elements of critical infrastructure as a potentially  very effective means of furthering their aims.  For example:

· they may seek to inconvenience or disrupt the public well-being hoping to generate political pressure that would force government capitulation on an issue

· terrorists may seek to prevent an event from occurring such as a political rally, a celebration or the opening of facility

· and act might be committed to mark a significant date on the terrorist calendar

· terrorists may seek to demonstrate what they believe to be the logical consequences of what they view to be objectionable circumstances (i.e. animal rights extremists infecting livestock)

· they might hope to erode confidence in a government's ability to protect the rights of its citizens

· the purpose of the act might be to create a diversion so that another violent act has greater potential for success

· terrorists may commit acts that impede the ability to effectively mitigate the effects of other acts of terrorism

· terrorists may envision themselves or their organization as representatives of a higher power or good sent to execute punishment upon an evil group for their transgressions

· they may wish to demonstrate their power or capabilities

· they may commit acts of theft in order to finance operations

· terrorist acts may indirectly impact personal freedom such as security measures implemented following an event or threatened event

· terrorists may commit an act as a means of exacting revenge

Let's examine some of these activities with a view to ways in which critical infrastructure attacks might accomplish terrorist goals.

If a terrorist were hoping to disrupt the public well-being in order to generate political pressure and force a government to capitulate on an issue, it may attempt to interrupt water supplies used for drinking, bathing, cooling and firefighting.  Financial databases could be compromised through cyber attack making it impossible to access or even eliminating personal financial resources.  Interrupting the transfer of fuel liquids and gases via pipelines during winter months would quickly result in a public crisis and by crippling communications systems, the public's ability to communicate with family and friends would come to a halt as would the community’s ability to conduct E commerce.

If an individual or group were seeking to prevent an objectionable event from occurring a number of different means including power and water interruption and blocked transportation routes might succeed. If law enforcement services that would be relied upon for event order and security were unavailable or overly taxed at the time the event was to occur, it might not take place.

Power may be disrupted at a specific time or date significant to the terrorist, so that clocks are halted to reflect the event.  Any disruption of the critical infrastructure, particularly those impacting large numbers of people, could be viewed as an effective means of marking a date.

If a terrorist desired to demonstrate the logical consequences of an objectionable set of circumstances, he or she may attempt to contaminate drinking water supplies in order to focus attention on water quality issues.  By attacking financial databases, a terrorist might prevent access to personal wealth and thereby eliminate what they perceive to be offensive economic status.  They may seek to demonstrate future economic collapse as they envision it.  Terrorists attempting to demonstrate the evil of nuclear power may seek to compromise a reactor’s cooling capability in order to demonstrate the potential consequences of reliance on the this form of energy.

If a terrorist sought to erode citizen confidence in a government's ability to insure and protect rights such as domestic tranquility, peaceable assembly, free speech and general welfare, a number of infrastructure attacks might be attempted.  An attack on the financial infrastructure could cause citizens to question government’s ability to provide for the general welfare.  A cyber attack against the information technology infrastructure could result in the imposition of access limitations or other limitations perceived as erosion of free speech.  Infrastructure attacks resulting in general chaos, panic or riot conditions may generate insecurity with regard to the government's ability to insure domestic tranquility and requisite security measures intended to prevent further events could result in search routines that are viewed as an infringement upon citizen rights.  

It is possible that an infrastructure attack could be designed to create a diversion so that another potentially more significant act might have greater opportunity for success.  A major structural arson fire may tie up local emergency resources and divert attention and those emergency resources away from another planned and more significant event such as the release of the chemical agent in a public arena resulting in multiple casualties.  A significant event on a major transportation route may result in traffic congestion as well as property damage and personal injury accidents.  If such an event were planned it could prove to be a significant diversion from another event and would be extremely taxing to emergency resources attempting to manage both emergencies.

Following events occurring on September 11th, 2001 there were a number of reports indicating terrorists intended to somehow gain access to emergency response equipment.  While it does not appear that any such effort was made, the reports helped to focus public attention on local emergency resources as an element of local community critical infrastructure.  An attack on an emergency dispatching center, fire station, ambulance service or emergency operations center would have the effect of crippling or even eliminating the community’s ability to respond and mitigate the effects of a terrorist act.  An attack on a fire department would hinder or disable a community's ability to perform rescue operations, fight fire, respond to hazardous material releases, perform overall emergency scene management and provide emergency medical care.  The effect of an attack on an emergency dispatch center would be to disrupt a community’s ability to send emergency resources where needed and would greatly hinder emergency operations by interrupting emergency communications.  A community relies upon its law enforcement professionals to investigate crime scenes, apprehend criminals, maintain crime scene and evidence integrity, secure emergency scenes and re-route traffic and move the endangered public away from harm.  Because of the many critical functions they perform a terrorist may gain great advantage by diverting or distracting them by committing or creating lesser events.

An attack upon critical infrastructure may result, both directly and indirectly, in consequences that the terrorist sees as expedient in furthering political or social goals.  While the disruption of critical infrastructure is often viewed as a weapon of "mass disruption" it can easily result in multiple deaths and injuries.  Such consequences could occur if the community emergency medical system were the subject of attack and was rendered unable to respond to the medical crises of the community.  An attack upon a major transportation system, while disrupting commerce and hampering efforts to manage emergency events, might result in deaths and injuries as accidents occur.  While it is unlikely that infrastructure attacks would result in victims in the thousands or even hundreds, it should be remembered that the goal of a terrorist or terrorist organization is to further a social or a political cause by creating "terror".  Infrastructure attacks can and have been effective tools to this end.  Often critical system disruption is a byproduct of another act.  The most recent and certainly a very graphic example would be the September 11th attacks on the World Trade Center.  While both attacks were direct attacks upon an icon representing the American economy and were intended to cause maximum casualties, east coast communications as well as the New York City transportation, utility and emergency response infrastructure were directly impacted.  As a result of the disruption to infrastructure following this attack, the City of New York and its office of emergency management were hamstrung in their ability to access the emergency scene, communicate with the emergency response community, fight fires and provide optimum emergency medical care. The recent anthrax attack on media representatives and members of Congress was ineffective insofar as the method of biological agent dissemination (i.e. utilizing an envelope circulated through the United States Postal system) failed to achieve the mass destruction that terrorists hope to accomplish by the clandestine dispersal of such an agent.  It did prove however, to be an effective means of crippling some functions of Congress and the U.S. Postal Service and clearly demonstrated that the deployment of nuclear, biological and chemical substances can effectively compromise critical infrastructure.  Due to the lingering threat posed by these agents, such infrastructure could remain in this a state for an extended period of time.  

There are measures that can be implemented that may both prevent and minimize the effects of infrastructure attack. Let's focus our attention on those measures that may successfully prevent an infrastructure attack or may at least " harden" a potential terrorist target, rendering it less attractive for those with an evil intent.  You'll find in the following measures suggested that most are common security measures.  These measures may have the effect of restricting access, eliminating hiding places or preventing unwanted surprises.  We would recommend consultation with local law enforcement authorities for their assistance with efforts to protect critical infrastructure.  Their input would likely be extremely helpful and would help ensure that measures implemented are consistent with local law and law enforcement operations.  Additionally, professional security firms can provide valuable input and assistance with efforts to heighten security.

Measures that may prevent infrastructure attacks

1.  Secure the facility in compliance with local exiting codes enforced by the fire service.  Establish sign-in procedures and required visitors to remain and a common and monitored area while waiting to see an individual at the facility.  Insure the meeting takes place in a monitored location.  Allow access to the facility through monitored access points only. 

2.  Provide reception personnel in common or public areas with a signaling device that can be heard in a remote and occupied area.

3.  Initiate inspection of packages with a view to the detection of unusual packages, devices or substances.

4.  Re-strict backpacks, packages or other containers from the facility.

5.  Conduct staffed or electronic surveillance to detect unauthorized or unusual personnel, activities or devices.

6.  Clearly identify those personnel with permission to enter restricted areas.

7.  Re-strict parking in close proximity to the building and provide physical barriers to prevent vehicles from approaching entry points into the structure.

8.  Establish procedures that will facilitate the rapid investigation of threats in cooperation with local law enforcement authorities.

9.  Train key security or facility management personnel to coordinate their efforts with local law enforcement authorities and insure they are able to integrate into local law enforcement operations as necessary.

10.  Train employees at monitoring locations or checkpoints to recognize unusual package indicators.  Information regarding unusual package indicators can be obtained from the United States Postal Service.

11.  Develop a bomb Incident plan in cooperation with local law enforcement authorities.

12.  Enhance exterior lighting and initiate staffed or electronic surveillance of the building exterior.

13.  Site new facilities back from public thoroughfares.

14. Avoid or maintain vegetation surrounding the facility that might provide a hiding place.

15.  Eliminate if possible or minimize trash receptacles, planters or window boxes next to facilities or in typically occupied areas.

16.  Installed intrusion alarms with visible and audible indicators in occupied areas.

17.  Where possible install exterior doors in such a manner that hinges are not accessible to the building exterior.

18.  Re-place exterior doors that may be hollow-core with solid or steel doors set in steel frames.

19.  If local codes allow eliminate exterior windows, bar or otherwise secure them against entry.

20.  When individuals must enter critical areas of the facility, inspect packages or containers they may be carrying.

21.  Initiate staffed or electronic surveillance of potential hiding places.

22.  Secure doors or gates that allow access to critical areas and establish a key accountability system.

23.  Minimize or if possible eliminate accumulations of trash or other combustible materials that might provide an opportunity to set a fire that could compromise the facility or create a distraction for a subsequent act.

24. Secure or relocate make-up air intakes for the facility heating, ventilation and air conditioning system.

Measures for specific infrastructure elements

Above and beyond generic security and surveillance measures such as those mentioned above, it may be worthwhile due to their unique nature to implement measures specific to certain infrastructure elements.

Water production

While it would be unlikely that a terrorist could cause mass destruction by contaminating drinking water supplies or water production facilities for major metropolitan areas, it is not impossible.  Overcoming the tremendous dilution factor innate to a large water production facility would make such an accomplishment extremely difficult.  It is completely within the realm of possibilities that a terrorist could cause terror through slightly altering the taste or odor of domestic water thus causing widespread fear that a deadly attack has occurred and creating fear arising from the community's feeling of vulnerability.  Additionally, it could be extremely easy for a terrorist to access a vulnerable portion of the water distribution system or the water production installation for a smaller community.  All key water production facilities should be secured and put under surveillance whenever possible.  Wellheads, water galleries and other storage facilities should be secured, guarded and provided with tamper devices or alarms when possible.  Chlorine gas inventories used for disinfection should be secured and carefully guarded and the gas installation provided with chlorine detection that will alarm at a supervised location.

The use of backflow preventers that will impede the introduction of contaminants into the distribution system should be required and enforced.  Access to the open barrel of a fire hydrant should be discouraged by securing discharge caps or utilizing cap fittings and hydrant wrenches that are not readily available to the public.  Backflow preventers and valves controlling service to unoccupied properties should be inspected and secured against tampering.

Off-site, duplicate or field controls

Critical installations such as emergency dispatch, water production and electricity generation should be examined to determine if it is possible to continue operation without staffing.  If so, this may allow continued operation while questions regarding the threat of biological contamination to the facility are investigated.  If unmanned operation is possible, the duration of unmanned operation should be identified and clearly understood with the measures to begin staffed operation or accomplish an orderly shutdown identified and trained.  If unmanned operation is not possible, as in the case of emergency dispatching, locations away from the primary facility should be identified and properly prepared and equipped to function as an emergency off-site operations center.  In the case of emergency dispatch centers, intergovernmental or mutual aid agreements can provide contingencies for operating at nearby existing facilities if adequate preparations are made, thoroughly tested and personnel adequately trained.  If it may become necessary to move emergency communications to another jurisdiction's facility, it will be critical to insure that identical communication platforms and frequencies are installed at the alternate location.

When it is not feasible or possible to establish alternate off-site facilities for maintaining critical operations, it should be determined if such operations can be monitored and controlled via a modem or field controls from a remote location.  While not optimum, during disaster emergencies police, fire and EMS agencies have managed to effectively dispatch apparatus and personnel using portable radios from the field.

Critical personnel

Because of the potential that community emergency response personnel could be called upon to respond to a biological attack and in light of their critical role in the community's emergency response infrastructure police, fire and emergency medical personnel should be trained to recognize indicators of a biological attack as well as symptoms of exposure to biological agents.  They should have a clear idea of the proper steps to be taken if they expect they've been exposed and the community should be clear regarding the availability of treatment.  Mutual aid and intergovernmental agreements would be critical for insuring seamless public protection in the event that he community's emergency responders are attacked with biological agents.

It would appear to be virtually impossible to prevent every conceivable scenario in which a terrorist or a terrorist group might attack or gain access to critical infrastructure.  These recommendations may or may not be appropriate in many facilities, and their implementation should be reviewed by local officials with jurisdiction over such things as building exiting requirements, bomb threats and crime prevention and investigation.  Because it is not possible to guard against every scenario it is critical to conduct pre-emergency planning should such an event occur.  Planning efforts should be coordinated with those departments and agencies in the community responsible for developing and implementing emergency plans for the public.  It is critical that facility emergency plans acknowledge and integrate with plans developed by fire service, law enforcement, public health and emergency management efforts. An event or act that is discovered at an infrastructure facility, where initial the response is implemented can be more effectively mitigated when planning efforts are coordinated with those of the community.  The response to the event has a greater chance of being consistent, thorough and as seamless as emergencies and terrorist attacks will allow.

Recommended plan elements for a terrorist attack

1.  Facility staff should be trained to recognize indicators of a terrorist attack.  They should be familiarized with key dates on the terrorist calendar.  They should have an awareness of the types of weapons of mass destruction and ways in which critical infrastructure may be attacked.  Terrorist surveillance activities as well as devices terrorists may use to deliver or disseminate weapons of mass destruction should be communicated.  Staff should be taught the significance of unusual or out of place odors, devices or unusual symptoms of illness.

2.  Communication procedures should be examined and established that will insure the facility's ability to communicate with and direct victims on-site and effect immediate activation of community emergency services.  The ability to communicate with community emergency services should be evaluated and appropriate measures implemented.

3.  Timely and effective communication with the media should be addressed in planning documents in order to prevent the creation of public panic and to insure coordination with any joint information center established by emergency responders.

4.  Care for victims must be outlined in planning documents and coordinated with the community's emergency medical system.  Medical care for victims and designated caregivers should be identified and their level of training indicated.  Services capable of transporting victims to health-care facilities should be identified and the ability of health-care facilities to provide care for multiple victims should be indicated.  When large numbers of victims could be anticipated, procedures for isolating and detaining injured and potentially contaminated victims should be established.  Emergency mass casualty decontamination measures should be clearly understood.

5.  A facility evacuation plan must be developed and responsibility for its implementation designated.  Plans should clearly state where authority for ordering an evacuation of the facility rests.   Workers within the facility should be made familiar with alarms or signals used to indicate that evacuation has been ordered and must understand that an evacuation order requires a prompt response.  Planning documents should designate both a primary and alternate path of exit in the event the primary path is blocked or unusable.  Exiting plans should move personnel to the nearest designated exit without routing them through potentially hazardous areas.  Modern building codes establish specific design criteria for designated exits and it is these designated exits that should be incorporated into evacuation plans.  Often they are required to be constructed of fire resistant and smoke resistant materials that will help maintain the integrity of exiting facilities including doors, corridors, stairwells and unobstructed routes away from the structure.  When questions arise regarding the most appropriate exiting plan for a structure local building officials, fire officials or architects can provide an evaluation with regard to building design and most expedient means of exiting.  

Evacuation plans, including maps reflecting primary and alternate exit routes, should be posted in a prominent location, and personnel should be discouraged from the retrieving personal effects, completing business or shutting down operations unless specifically designated for this task.  Responsibility for insuring that areas within the facility are completely evacuated and personnel are accounted for after exiting the facility should be designated to specific individuals or positions within the organization.  These individuals should be prepared to strongly encourage workers to leave the facility quickly and to facilitate their re-grouping at designated meeting points safely away from the structure.  They should be provided with a current list of individuals within the area they are responsible for evacuating in order to facilitate a rapid roll call when workers arrived at the designated meeting point.  Plans should indicate the action these individuals are to take when workers cannot be accounted for.  They should not be asked to reenter the facility to locate missing workers but rather should be encouraged to report directly to emergency responders or to an individual within the organization who will report directly to emergency responders.

Facility managers should determine if it is necessary to maintain a minimal number of people in the facility to insure continued operation and the circumstances under which a total evacuation is warranted. They should evaluate which specific functions are critical to the continued operation of the facility, and designate the fewest number of key people to remain.  

It is abundantly clear from the reports being generated as a result of the September 11th, 2001 attack on the New York World Trade Center that carefully developed, practiced and stringently enforced evacuation plans are directly responsible for preventing potentially thousands of deaths.

6. Command and control of a terrorist event should be established consistent with the Incident Command System, and these efforts must be coordinated with the command structure that will be established by local emergency responders.  Immediate and initial control measures should be identified with responsibility for implementing these measures clearly delineated.  The role of facility personnel in the command structure established by emergency services should be clearly explained and provision for a unified command structure made.

7. Because a critical infrastructure facility and its continued operation or ability to function is so extremely important to a community, continuity planning should be conducted.  Contingency plans should be established to insure vital facility needs such as power, water, communications, data transmission, site security, ventilation and receipt and distribution of products and resources will not be interrupted.  Additionally, these plans should provide for the welfare of workers who may be required to remain at the facility for an extended period of time.  Provision of such accommodations as sleeping areas and meals may become necessary for an extended period time, and the ability of workers to communicate regularly with family members should be assured.

 8.  While the dissemination of a biological agent may not be an effective means of impacting directly an element of critical infrastructure, it can render it useless indirectly by preventing its staffing.  For this reason careful investigation should be made regarding resources that will be critical for the rapid detection and identification of a biological agent as a requisite first step in assessing the human threat.  There are a number of biological agent field detection and identification devices available to the military and some of these devices have been made available to civilian agencies.

Local emergency management coordinators are required to develop contingency plans for terrorist events that may occur within the community.  These professionals at the community, county and state level should be consulted to insure plan compatibility and seamless integration into the community effort.

While infrastructure attacks may not pose the potential for massive death and injury they may in fact result in multiple casualties.  They certainly have the potential for causing major disruption of essential community services and generating the terror that could further terrorist aims.

