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Driver Anti-terrorism tips

On the Road: 
· Be alert when driving. Look for vehicles following you, especially if there are 3 or more people in the car. If you believe you are being followed, call your dispatcher or 911 immediately. 

· When leaving your facility, be aware of any possible surveillance of your facility or your truck. 

· Don't discuss your cargo, destination, or trip specifics with people you don't know or on open channels. 

· When stopped at a traffic light or in traffic, be aware of anyone approaching your vehicle. 

· Make sure you have communication devices to contact your dispatcher and emergency officials. Carry a back-up if possible. 

Stopping at Facilities: 
· Leave your truck in a secure parking lot or truck stop if possible; if not, be certain someone can watch your vehicle. 

· Never leave your vehicle running with the keys in it; shut off the engine and lock the doors. 

· If possible, don't stop in unsafe or high-crime areas. 

· Use seals or other methods to prevent and identify tampering. 

· Don't preload hazardous materials shipments without adequate security. 

Protecting Your Vehicle: 
· Use an engine kill switch 

· Use tractor and trailer brake locking devices 

· Check your electronic tracking system regularly and notify your dispatcher when it's not working or tampering may have occurred. 

· If you drop a trailer, use a fifth wheel lock whenever possible. 

· Perform a quick walk-around to check your vehicle for foreign objects after all stops. 

Hazardous materials company anti-terrorism tips

Personnel Security: 
· Brief your employees to report suspicious incidents or events. 

· Post the Nation's Threat Level in the Driver's room or other public area. 

· Convene a brief security meeting when the Threat Level increases and review security plans and tips with employees. 

· Make sure all employees handling or transporting hazardous materials have adequate communication devices in case of emergency. Test these systems. 

· If you have a management crisis team, verify their 24/7 contact information and place them on "ready alert." 

· Assure that all employees have proper and up-to-date identification. 

· Assure that company personnel monitor news and other information sources for events or changes in conditions and respond as appropriate. 

· Review Driver Anti-terrorism Tips list. 

Facility Security: 
· Cooperate with federal or local law enforcement officials concerning security checks or safety checks. 

· Restrict the availability of information related to your facility and employees, and the materials you handle. 

· Restrict access to a single entry or gate. Control who enters and leaves your facility, if possible. Require visitors to show photo identification and have someone accompany visitors at all times. 

· Add security guards and increase off-hours patrols by security or law enforcement officials. 

· Reduce your internal tolerance for "security anomalies," such as overdue or missing vehicles, perimeter of physical plant intrusions, unverified visitors, evidence of tampering and the like, 

· Install additional security systems on areas containing hazardous materials, if needed. 

· Do not preload hazardous materials shipments. 

· Require employees to display identification cards or badges while at the facility. 

· Conduct spot checks of personnel and vehicles. 

· Test your emergency response communications systems. 

· Upgrade security procedures for pick-ups and deliveries. Verify all paperwork and require pick-up and delivery appointments from known vendors. Require pick-up drivers to provide driver's name and vehicle number- confirm with vendor. Accept deliveries in designated areas only. 

· Confirm legitimacy of new vendors though listings in phone book or industry publications, websites or references. 

· Secure hazardous materials in locked buildings or fenced areas. Have a sign-out system for keys. 

· Secure valves, manways, and other fixtures on transportation equipment when not in use. Secure all rail, truck, and barge containers when stored at your location. 

· Use tamper-resistant or tamper-evident seals and locks on cargo compartment openings. 

· Maintain current inventories of on-site hazardous materials and check account for shortages or discrepancies. 

En Route Security: 
· Verify identify of carrier or driver prior to hazardous materials loading. Ask driver for photo identification and compare with information provided by carrier. 

· Ask the driver to tell you the name of the consignee and the destination for the material and confirm with your records before releasing shipments. 

· Identify preferred and alternated routing, including acceptable deviations. Make sure routing complies with local routing restrictions. 

· If possible, alternate routes to frequent destinations. 

· Minimize exposure in downtown or heavily populated areas and expedite the shipment to the final destination. 

· Minimize stops en route; if you must stop, select locations with adequate lighting on well-traveled roads and avoid high-crime or dangerous areas. 

· If materials are stored during transportation, make sure storage facilities are secure. 

· Train drivers how to avoid hijackings or theft of property- keep vehicles locked when parked and avoid conversation on open channels or with strangers about route, cargo, and destinations. 

· Consider an escort or guard for high-hazard shipments (e.g. explosives, radioactive materials, or inhalation hazard toxics). 

· Consider using advanced technology to track or protect your cargo en route to their destination (i.e., satellite tracking systems, anti-theft systems for trailers and tractors and surveillance systems). GPS tracking systems should relay updates more frequently. 

· Install tamper-proof seals on all valves and package or container openings. 

· Implement a system for a customer to alert the shipper if a hazardous materials shipment is not received when expected. 

· When products are delivered, check the carrier's identity with shipping documents provided by the shipper. 

· Get to know your customers and their hazardous materials programs. If you suspect you shipped or delivered a hazardous material to someone who may intend to use it for a criminal activity, notify your local FBI office or local law enforcement officials. 

Report any suspicious or unusual behavior or incidents to your local law enforcement officials. 

Terrorism Preparedness and Prevention
· Take a realistic view of yourself as a target.  Realize that in spite of your best efforts to care for customers and function as a good corporate citizen-not everyone likes you.

· View the effort in terms of potential consequences, not likelihood of occurrence.

· Begin discussions and educational effort with employees and staff
· Train personnel on the ICS/NIMS

· Develop, exercise and strictly enforce mail and package handling protocols

· Consider isolation and retrofit of mail and package handling areas

· Develop necessary procedures

· ICS

· Operational continuity

· Decontamination

· Emergency medical care

· Crime scene integrity

· CIS

· Reporting protocols

· EAP, possible HAZWOPER

· Scene control and isolation

· “Harden” your facility as a potential target


· Institute mail and package handling measures and protocols.  Exercise and enforce them!

· Keep in touch with local law enforcement to learn of threats

· Secure premises in accordance with applicable exiting codes and limit access to facilities or buildings to monitored access points with sign in procedures and a policy that requires the individual to be seen to come to a lobby or common area to determine if the visit is valid.

· Remote signaling security buzzer at receptionist areas

· Pre-event inspections that may detect unusual packages, devices or substances

· Restrictions regarding packages, bags, back packs and other types of containers

· Staff or electronic surveillance to detect unusual or suspicious individuals, substances, devices or activities during events

· An identification system that will readily indicate those with unrestricted access to the facility

· Restriction of vehicle parking in close proximity (less than 300 feet) to buildings or structures or allow clearly marked employee vehicles only close to the facility or structure

· A process by which threats may be rapidly investigated and validated through contact with local law enforcement agencies

· Close coordination with local law enforcement authorities in order to establish procedures whereby building or facility staff can most effectively integrate into law enforcement operations if needed

· Educate employees regarding the indicators of package bombs or white powder vectors.  Possibly institute x-ray mail screening procedures

· Develop with local law enforcement a bomb incident plan

· Improved exterior lighting and possibly staffed or electronic surveillance

· Physical obstruction or barriers to guard entrances

· Distance set-backs from street for new buildings

· Shrubs and vegetation kept trimmed low to the ground on the building exterior and the use of window boxes, planters and trash receptacles eliminated or kept to a minimum

· Burglar alarm with visible signs warning of system

· Exit and entrance doors with interior hinge pins

· Exit code approved solid exterior doors with steel frames

· No windows, shatter-proof windows or windows covered (if local exiting codes allow) with steel bars, grates, mesh or shutters

· Inspection of packages and possibly search of individuals entering critical areas

· Potential hiding places (storage areas, stairwells, vacant offices, rest rooms) identified and placed under surveillance

· Doors to vital areas should remain locked when not occupied or in use.  Access key accountability should be established

· Combustible materials and trash removed frequently

 “Harden” your facility as a potential target-what’s reasonable?


· Has your sector already been targeted?

· Have you already been threatened?

· Do you anticipate an “unpleasant” event?

· Is your sector the focus of unfavorable national or world attention?

· What is your “Target Potential” score?
· What is your “target potential” score?

· Politically or socially active organization

· Events of a social or political nature or of interest to single-issue groups, domestic or international terrorist groups

· High-profile multi-national company

· WMD weapon of opportunity  

· Government at all levels

· Representative of “single issues”

· abortion clinics

· genetic labs/installations

· livestock production

· tax offices

· Critical infrastructure

· Icon of American wealth, culture, principles, actions

· Public assembly venues

· arenas 

· convention centers 

· meeting halls

· Key infrastructure

· information technology

· commerce center/banking/finance

· water production

· electricity generation/transmission

· transportation

· communications

· emergency response

· Social or political groups or their events

· political rallies

· abortion/anti-abortion rallies

· ethnic and cultural centers or rallies

· Single-issue events

· livestock production related

· environmental impact

· GMO

· Universities

· Animal production or experimentation facilities

· Abortion facilities

· Nuclear facilities

· Genetic research installations

· EHS facilities

· Facilities critical to the local economy

· Employers with large numbers of employees

· Structures with high occupant loads
· WMD weapon of opportunity

· ammonia installations

· pesticide storage, transportation or production

· chlorine disinfecting

· explosives magazines

· chemical manufacturing

· Any company, organization or institution with enemies, disgruntled or dissatisfied workers, unhappy neighbors or others wishing them ill.
· Suspicious Powder Events

· What Should I Do To Prepare?

· Implement mail handling precautions

· Educate employees, especially mail handling, to suspicious package detection

· Develop suspicious package protocols and permit/empower/charge employees to use them

· Train key personnel to implement NIMS and develop procedures that are consistent

· Include procedures in required EAP
· Implement mail handling precautions

· Create letter/package awareness among personnel

· Isolate key mail handling locations

· Enclosure or remote

· Walls and door

· Negative air pressure with controlled discharge

· Door with closure to remain closed

· Communications capable

· Develop internal notification procedures

· Encourage/empower/require and enforce use of precautions

· Suspicious BCTA Letter/Package (Mail) Handling 
· These guidelines were developed to provide mail center supervisors, employees, co-workers and first responders with an overview of how to handle a “suspicious” Biological/Chemical Threat Agents (BCTA) associated with a letter/package. 

· The guidelines provided may be applicable for many situations involving possible mail threats; however they are intended as guidance only. 
· If there is any type of written, verbal or other threat associated with the suspect letter/package, do the following: 

· Notify local law enforcement to conduct assessment/investigation to determine “threat level” (911)
· Notify local fire/Hazmat (911)
· Notify county emergency manager (notified by emergency responders)
· Notify local public health (notified by emergency responders)
· Characteristics of Suspicious Letters/Packages (SLAP)

· SHAPE

· Is the letter/package an unusual shape?  
· Rigid, uneven, irregular or lopsided package 
· Package with soft spots, bulges or excessive weight 
· LOOK

· Does the letter/package have an unusual look, odor or sound? 
· Discoloration, oily stains or an unusual odor 
· Crystals, powder,  or powder-like residue on the package or spilling out from the package 
· Protruding wires or aluminum foil 
· Ticking or other sound coming from the letter or package 
· ADDRESS

· Does the letter or package have any unusual address features? 
· Suspicious language on the outside of the letter/package 
· Post mark that doesn’t match the return address or no return address 
· Restrictive endorsements such as “Personal” or “Confidential” 
· Distorted handwriting, blocked-printed or poorly typed addresses 
· Excessive postage 
· Title but no name or incorrect title 
· Misspelled addressee’s name, title or location 
· Addressee in position of authority: government, executive, political figure 
· Addressee in controversial business: family planning, abortion, chemical industry 
· Misspelled common words 
· Addressee unknown or no longer with organization 
· Unexpected mail from a foreign country 

· PACKAGING

· Is there Unusual or Excessive Packaging? 
· Excessive tape or string 

· Contact the addressee. Is he/she expecting such a letter or package? 

· Contact the sender if possible. Is there an explanation for the characteristics(s) giving rise to the suspicions? 

· Notify 911

· Do not open, smell, touch or taste.  

· Procedures

· If possible place in clear plastic bag or container and seal. 

· If not possible, immediately set letter/package down and isolate.

· If possible, cover with a sheet of clear plastic or other suitable material. 

· Do not handle more than absolutely necessary, do not shake. 
· Minimize number of handlers and notify immediate supervisor. 

· Have all handlers wash exposed/contaminated skin surfaces with warm water and soap at nearest location. 
· Move all people who handled or were in close proximity to the suspicious letter/package to the nearest secure room and compile list of names, contact information (to include home and cell phone numbers) and identify the location of all potentially exposed or contaminated persons.   
· Secure the area/room and avoid contamination to other locations as much as possible. Do not allow entry into secure area until emergency service arrives and determines appropriate. 
· If at anytime an individual complains about feeling ill or has symptoms of illness request assistance from local EMS agency. 
· As emergency response agencies begin to arrive be prepared to work with the media. 
· Initiate communication with employees as appropriate, working with Human Resource Director of business/agency. 

· If necessary establish a mechanism to communicate with families of affected employees. 
· Local law enforcement will conduct an assessment/investigation to determine the threat level associated with the letter/package. Response will vary based on this determining factor. 
· Do not try to clean up the powder or agent. 
· It is not necessary to evacuate the entire building at this time. Emergency service agencies will assist you in making decisions regarding building evacuation. 
Train key personnel to implement NIMS and develop procedures that are consistent

