



September 26, 2001

RE: Infrastructure Security

Dear Public Water System Owners and Operators:

As you know, terrorists recently attacked the people and infrastructure of the United States.  Although the attack involved transportation and building infrastructure, public water supply systems are also potential targets for terrorism.  The physical destruction of system facilities or the introduction of biological and chemical agents into the water supply could both have significant impacts.  Neither the Federal Bureau of Investigation nor the State of Iowa have any information indicating your system has been targeted, but this would be a very good time to take a look at your system’s security.  We recommend that you review your emergency response plan and the measures you have in place to minimize your vulnerability to foreign or domestic terrorism.

When assuring the safety of any facility, consider the credo "detect, delay, and respond."  Some terrorists will be deterred if they think their actions might be detected; others will be deterred if they are delayed for a significant period of time before reaching their end goal because they fear detection.  If sabotage does occur, be it contamination of the water or physical destruction of system facilities, then utility staff must respond quickly and appropriately to keep the consequences to a minimum. 

Some immediate actions you can take to secure your facilities include the following:

· Make it a rule that doors are locked and alarms set at your office, well houses, treatment plants and vaults, etc.  Lock hatches on water towers, standpipes, and ground storage reservoirs, with extra precautions on vents and overflow piping.

· Only allow accompanied visitors in your facilities.  Ensure visitors to the treatment plants and facilities are escorted and eliminate all unnecessary traffic into the facility, including canceling outside meetings held at your site, delaying tours, etc.

· Limit access to facilities including water supply reservoirs.  Fence and lock vulnerable areas such as wellheads and meter pits.  Indicate restricted areas by posting "Employees Only" signs.

· Increase lighting in parking lots, treatment bays, and other areas with limited staffing.

· Consider installing videocameras with recording tapes at key facilities or entrances.

· Never leave keys in equipment at any time.

· Aggressively monitor raw water quality and conditions including signs of fish kills, unusual color, and increased chlorine demand for surface water supplies.

· Invite local law enforcement to become familiar with facilities and establish a protocol for reporting and responding to threats. Have a security expert or local police review your plans and facilities.

· Discuss detection, response, and notification issues with local public health officials and establish a protocol.

· Establish a chain of command and emergency call down list in case of emergencies.

· Establish a back-up power supply plan, similar to Y2K preparations.  Critical pumping stations should have generators, with portable generators available where need is anticipated.

· Remove and inspect all unknown boxes, containers, briefcases, etc.  

Systems with computer-based information or control systems linked to the Internet should consider the following suggestions and precautions:

· Inform the users of your computer system of the potential for attack, such as through viruses or worms sent through e-mail. 

· Update anti-virus software.

· Update your system to stop hostile attachments, such as a virus attached to an e-mail, at the e-mail server. 

· A SCADA system is most susceptible to attacks when the SCADA system is connected to the Internet.  A separate workstation should be established if a connection is desired for the operator.  Incoming (ingress) and outgoing (egress) e-mails need to be filtered and scanned for viruses. 

· Passwords should all be changed now and on a regular basis. Only essential personnel should have the passwords.  Don't use common passwords such as "Iowa", "city name", "anonymous", etc.
· Weakness can be found in software systems such as PC Anywhere, which is utilized by on-call troubleshooting technicians from their homes to resolve problems with SCADA and radio frequency communications. 
· Establish policies and procedures for responding to software or hardware failures, such as knowing how to manually override electronically controlled equipment.

More detailed information is available at the American Water Works Association (AWWA) web site (for general information: http://www.awwa.org; for emergency preparedness, see the public affairs advisory at http://www.awwa.org/091101/paa091101.htm).  

There is also an article in the May issue of the AWWA Journal on counterterrorism entitled "The Who, What, Why & How of Counterterrorism Issues."  For the longer 

term, we suggest you refer to AWWA Manual 19, Emergency Planning for Water Utility Management.  Finally, the AWWA Research Foundation (AWWARF) will be publishing new vulnerability assessment materials for public water systems by the end of the year.  If you desire this material, you will need to contact the Research Foundation directly at http://www.awwarf.com.

Again, I would like to emphasize that there is no known terrorist threat to your water supply, but the above measures are prudent measures to protect the quality of water you provide to your customers regardless of the time and circumstance.  Our public water supply systems are one of the most important infrastructure systems we have and, unfortunately, we often concentrate on the daily tasks such as monitoring and maintaining system efficiency without looking at the vulnerability of this resource to outside terrorism and sabotage.  If you have any questions, please feel free to call me, or any of the Water Supply Central Office or Field Office staff.  You can reach the Central Office staff at (515)725-0282, or me at (515)725-0275.  In the event of an emergency, the department's Emergency Response Hotline telephone number is (515)281-8694, and is staffed 24 hours a day.  

Thank you again for your conscientious attention to this information.

Sincerely yours,

Dennis J. Alt, Supervisor

Water Supply Section

Water Quality Bureau
Iowa Department of Natural Resources, Water Supply Section,  401 SW 7th St. Suite M,  Des Moines, IA 50309-4611
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